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Chapter I: Introduction

Statement of the Problem

¢KS bl-ii2y1€ /2tS3N-0S /78681 5STSyAS /2 Y USii2y 6b//5/0 14 (KS 2y5S 2F (1KS
f1H13540 02oSH 02 Y LISiilii2ya Iy iKS 1 yAiSR {il-iSal ghiK 2081 myn 025354 1-yR dzydSIainSa
LGOIty 6=21E60-Y & namnlo b/ /57 1200354 2y 08651 RSTSyaST NIHIKSH iK1y 271SyasSe
1y20KSI RSTyly3 OKIHII-0dSIiad0 & (KS yOtiaizy 2F odalySa (1-41ar 21 yeS0ia ikS iS1-Ya
02 Y'LISUS ty I LIi27Saai2y1€ Y 1yy/Si 2 NS0SIZS a020S5
¢S ljdzlie 1 2yS 27 1Sy uS3i2y14 02 Y LSy i2 Y-S i (2 iKS Tyl ty {Iy
1yli2yi21 ¢SE1-4 910K STyl 02 Y LiSiiii2y 18 ASY inl-dzizy2Y 2624 yR 3SySlIe 12254
(KS NizfSE 27 4KS b//5/0 13 Y0K RISOi2Y 1-yR adLIL2Ni T2Y y1-ii2y14a 1MIS 3@Sy i iKS
RIISOG2NA 27 (KS NSy 02 Y LIShiii2ya I-a L123316tSy 126SPSIT GKSUS 1 y2 211100 3RS 2y
K24 (i2 OUSIIS 1yR Ndzy I 1S3i2y1£ 026STN-GS 086N RSTSYAS 02 Y LISlii2y 0/ /5700 hyS
LIMUGOdzEHIEd RIFFIOED d1-87 18 GKS ONSI-i2y I-yR &02Uy3 27 (KS ty2S0iae 9EI-Y'LIESA IS FgSy
i2Y yl-ii2y1441 IyR ISAi2y14 02 Y LSiiii2ya IS LI-iiShySR 19iSH (KS SEI-YLIESA o=1til-Y &l
HAMMOY
¢KS NISTN2y1 02 Y LISiii2ya ONSI-GS tyeS0ia SiiK YiyRY 1€ 3dRI1y0S T2Y KS
yI-I2y1€ KSIRIjazIHIGSIEe ¢KIE £SI-RE (2 I- 1-01 27 dryir20Y hie 6SiaSSy iKS 1STi2ya Iy I- 158
HISI- 27 (KS 02 Y LISiii2ys Ly2S0da 1S y20 ail-yRMIRITSRI (Kdzd (KSUS 18 y2 TI-Y'S 27
NSTSISYOS (12 02 YLIMIS (KS (SI-Ya i2Y (KS RIFFSISYT 1ST12yA {2 2y/S 1y2iKSIE 2
Saai2y Ti2Y &SHI (2 8SHi ¢KS 2yt (hY'S I- 02 Y LIME2y 01y 6S YIRS 1 I (1KS
yIHiI2y1€ 02 Y LISHi2yr IyR KS al-Y'S (S1-Ya R2 y20 YIS hi (2 (KS Thy1-a SgSie &SI

M



! &l1-yRIMIRITSR (S0 KI-5 OSHidl Ay Riadly0idS 1SI-idSae ¢KSaS IyOtdRS I FIESR &S( 27
(1Saii 1iSY & RS&ITYSR 2 Y'SI-adziiS I- OfSIHité RSFySR aI-Y'LIS 2F oSKI-gh211 215010
RISOi2ya T20 IR Y IyRaiSity3 1-yR 020y (KS (Sai IyR y21Y'a 61-4SR 2y
NSLNSESYI-i@S FN2dzLIa 27 hyRIgIRdzI4 £11S (K24S 121 gK2Y (KS (1S4 &1-4 RSa13ySR
{i1yRIHIR 02y8Syl IyR LNI20SRANS YIS i L123a16fS 2 310S 1y RSyl (Sai (2
IyRIGIRAzI-4 hy RIFFSUSY LIEI-0SA I-yR I RIFTSISY Y Sa0 ¢KS y2UY & Sy1-6£S a4 (12
02YLIMIS Iy lyRIGIRGI-0E (Sal 20208 (2 iKS 302154 27 1y2ay N2dlia gK2 KIS
(1-1SyUKS (Salo ¢Kdzal iSal y20Y a LN2GIRS I- &ll-yR IR FUI-Y'S 27 NISTSISY0S 721
RSISIY Iyty3 Iy lyRIGIRMz 1603 £SASE 27 IS0 1-y0S 2y 1- LIMIi0dzE) Sl 1-yR 721
02Y'LIMIty3 Kia NSEI-iiaS t5aSE 21 LISIF20Y 1-y0S 2y aS@SHI RIFFSISY (Sala (Gronlund,
1976, p. 287)9
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Figure 1: Competition Environment (IRl Staff, 2014)
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Bloom’s Taxonomy
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Kolb’s Experiential Learning Theory
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Game-Based Learning
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Evaluation and Testing
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Chapter lll: Methodology and Findings
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Difficulty

Rank [Inject # |Inject Description Score
1 /|Encrypted Blueprints 4.14
2 20|RecoverData 3.67
3 17[Set up instant messaging service 3.58
4 19]Intrusion Detection 3.30
5 23|Configure Host ACL 3.00
6 22|Honey Pot 3.00
7 11[(Board of Directors - Presentation on BYOD 3.00
8 9[Disable USB on Computers 2.78
9 18|FISMA Compliance 2.67
10 15[Pros and cons of IM Service 2.64
11 16[{Anonymous FTP Login 2.55
12 10|MARC Reactor Logs #1 2.50
13 26|Risk Management 2.33
14 14|Call Log #1 2.33
15 6[/Complete Network Map 2.33
16 5[MARC Reactor Update 2.33
17 3|MVP Calls in Sick 2.30
18 28|Call Log #2 2.22
19 24|Move SCADA server offdomain 2.22
20 12|User verification over phone 217
21 2[Warning Banners Implementation and Check 2.14
22 21|MARC Reactor Logs #2 2.11
23 8|Whaling Response and Training 2.11
24 27|Change Log #2 2.00
25 25|AssetListand Tech Replacement Plan 2.00
26 13[Change Log #1 2.00
27 1|Data Class & Labeling 1.88
28 4|[Password Policy 1.71

Very Easy 1

Easy 2

Legend Neither 3

Difficult 4

Very Difficult 3)

Table 5: Inject Difficulty
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Educational Value

Rank [Inject # |Inject Description Score
1 10[MARC Reactor Logs #1 417
2 18[FISMA Compliance 417
3 2[Waming Banners Implementation and Check 4.00
4 8|Whaling Response and Training 4.00
5 9[Disable USB on Computers 4.00
6 16|Anonymous FTP Login 4.00
7 20|RecoverData 4.00
8 19(Intrusion Detection 3.90
9 21|MARC Reactor Logs #2 3.89
10 1|Data Class & Labeling 3.88
11 27|Change Log #2 3.87
12 23|Configure Host ACL 3.86
13 25|AssetListand Tech ReplacementPlan 3.86
14 12|User verification over phone 3.83
15 17|Setup instant messaging service 3.83
16 13|Change Log #1 3.82
17 22[Honey Pot 3.82
18 24|Move SCADA server offdomain 3.78
19 28|Call Log #2 3.78
20 3|MVP Calls in Sick 3.70
21 26|Risk Management 3.67
22 4|Password Policy 3.57
23 7|Encrypted Blueprints 3.57
24 6[/Complete Network Map 3.50
25 11[Board of Directors - Presentation on BYOD 3.50
26 15[Pros and cons of IM Service 3.36
27 14|Call Log #1 3.33
28 5[MARC Reactor Update 3.00

Strongly Disagree 1

Disagree 2

Legend Neither 3

Agree 4

Strongly Agree 5

Table 6: Inject Educational Value




Real World Application

Rank | Inject # [Inject Description Score
1 4|Password Policy 443
2 11[Board of Directors - Presentation on BYOD 4.38
3 6[/Complete Network Map 4.33
4 19(Intrusion Detection 4.20
5 13|Change Log #1 418
6 18|FISMA Compliance 417
7 23|Configure Host ACL 414
8 9(Disable USB on Computers 411
9 27|Change Log #2 4.07
10 1|Data Class & Labeling 4.00
11 12|User verification over phone 4.00
12 16[Anonymous FTP Login 4.00
13 20|Recover Data 4.00
14 24[Move SCADA server offdomain 4.00
15 21|MARC Reactor Logs #2 3.89
16 28|Call Log #2 3.89
17 2[Warning Banners Implementation and Check 3.86
18 7|Encrypted Blueprints 3.86
19 25|AssetListand Tech ReplacementPlan 3.86
20 10[MARC Reactor Logs #1 3.83
21 17|Set up instant messaging service 3.83
22 22|Honey Pot 3.82
23 8[Whaling Response and Training 3.78
24 3|MVP Calls in Sick 3.70
25 5[MARC Reactor Update 3.67
26 15[Pros and cons of IM Service 3.55
27 14[Call Log #1 3.22
28 26|Risk Management 3.00

Strongly Disagree 1

Disagree 2

Legend |Neither 3

Agree 4

Strongly Agree 5

Table 7: Inject Applicability
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Technical vs. Policy

Rank |Inject # |Inject Description Score
1 9[Disable USB on Computers 444
2 7|Encrypted Blueprints 443
3 17[Set up instant messaging service 4.33
4 20(RecoverData 4.33
5 22(Honey Pot 418
6 23|Configure Host ACL 414
7 5|MARC Reactor Update 4.00
8 24|Move SCADA server offdomain 4.00
9 6[{Complete Network Map 3.67
10 16[{Anonymous FTP Login 3.64
11 19[Intrusion Detection 3.60
12 10[MARC Reactor Logs #1 3.50
13 21[MARC Reactor Logs #2 3.44
14 2[Warning Banners Implementation and Check 343
15 3|MVP Calls in Sick 3.00
16 15[Pros and cons of IM Service 2.82
17 4[Password Policy 243
18 11[Board of Directors - Presentation on BYOD 2.38
19 8|Whaling Response and Training 2.33
20 25[AssetListand Tech ReplacementPlan 214
21 26(Risk Management 2.00
22 14|Call Log #1 1.89
23 13[Change Log #1 1.82
24 27(Change Log #2 1.67
25 28[Call Log #2 1.67
26 1|Data Class & Labeling 1.63
27 12|User verification over phone 1.50
28 18[FISMA Compliance 1.50

Strictly Policy 1

More Policy 2

Legend Neither 3

More Technical 4

Strictly Technical 5

Table 8: Inject Technical vs. Policy
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Jeck Xpress

From: Philip Carson
To: IT Staff
Subject: Assessment of Web Application for Purchase

We are considering purchasing an off-the-shelf web application to manage customers and
bill payments, however we are concerned about security risks and how deploying this
web application might affect our PCI compliance efforts.

We have a demonstration copy of the application installed on a virtual machine.
Download the VM from your team page under injects (it’s called Win2003.zip) and use
VMWare Player to run it (software is available in the software repository). You can
access the application you need to examine at http://localhost/RiskEUtilitySetup/ within
the virtual machine. You can log in with the username “jim_dean” and the password
““sausage”. The code for the application is available at
C:\Inetpub\wwwroot\RiskEULtilitySetup\ for you to examine.

Please make an evaluation of potential security problems in the application and write up a
report outlining any issues and the associated business risk. | believe the sites
WWW.0owasp.org and www.webappsec.org provide some guidance in this area.

What | want to see is a report with an executive summary and then a listing of any
vulnerabilities or weaknesses identified sorted by the associated business risk ordered
from high to low. Please include a list of tools that were used as well as information on
how you found each vulnerability. This isn’t required at this time, but if possible please
provide some suggestions about how you recommend remediating any identified issues.

I would also like to know the name of the analyst(s) who worked on the report in case we
need to discuss any of the observations in depth.

I need your assessment completed and report turned into me at 6:00 PM today.
Thanks,

Philip

Figure 2: 2010 NCCDC Inject

nrt



¢KS S02yR 1y2S0i & Fi2Y iKS namm b/ /570 ¢KS 30Sy1Hi2 TSI-idziSR I- o014 IyR
Y20l UK 1-08 gk 1y 2y8yS LISaSy0Se ¢KS yeS0i 01-ta 121 (KS aiizRSyla (2 1-y1-.1S
UKS ySig201 I)yR NSRS&3Y 1 Iy I- Y 20S &S00S FI-4Ki2ys ¢Kia ty2SO0i 1 Y 20S 1SOKyI0I- ly”
yHidlS 1-yR 1632 hyOfizRSA I- NSLI2NG (K10 it 6S 302USR 2y LN2FSadi2y1-0aY 14 &S 14 (KS
(1SOKyA0I- 1-3LIS0&0 1y IyaSuSadly3 1-4LIS0 2 Kia ty2S0d 1a GK 10 il US1jamSa iKS dS1-Y3 2
(1KY 162420 6dzRISUI 1y 1-LI500 (K11 R2SayAl Syis lyti2 02 Y LiSiiii2ya 2FiSyr 8Si 1 I-

02yall-yi 1aadzS hy iKS L¢ hyRazadiee

2 KwikePills&S

Inject #: 22

From: Philip Carson

To: IT Staffa

Subject: Network Redesign
IT Staff,

[’ve heard some comments from a few of you about how messed up our network is. So
tell me how you’d fix it. Perform a complete secure network design for me as if you
were going to redo the KwikePills network from the ground up. Tell me how you’d
design the network, what technologies/software/hardware you would use, how you would
support our core services and remote users, how you’d handle things like authentication
and file access, etc. Prepare a proposal for me and have it ready for me at 5 PM today.
Be sure to include an overall budget (dollars and hours) and a timeline for
implementation.

Thanks,

Philip

Figure 3: 2011 NCCDC Inject
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Chapter IV: Conclusions
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Appendix A: Interview with Dwayne Williams

Interview with Dwayne Williams, Associate Director Technology Research and Cyber

Competitions

Monday, April 7 at 9:00 a.m. MST

Interview was conducted by Ryan Beckstead

Ryan:
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Appendix B: PRCCDC Saturday Survey
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PRCCDC Inject Survey (Saturday)

Informed Consent

This survey is to gain information about how you perceived the injects. This information from this survey will be used to support a thesis regarding
what makes an effective inject. No identifying information will be collected for the survey. Participation is voluntary and will not affect your score in
the competition. We appreciate your time in filling out this survey. It will take approximately 10 minutes to complete the survey. If you have any
questions, please contact Ryan Beckstead at beckryan@niatec.isu.edu.

* Do you agree to take the survey?

O Yes, | agree to take the survey

O No, | do not agree to take the survey

Tn



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #1 Data Class & Labeling

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O

™



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #2 Warning Banners Implementation and Check

O N/A

How difficult was this inject?
Very Easy Easy Neither

Difficult Very Difficult

O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

TC



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #3 MVP Calls in Sick

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O
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PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #4 Password Policy

O N/A

How difficult was this inject?
Very Easy Easy Neither

Difficult Very Difficult

O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

Ty



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #5 MARC Reactor Update

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O




PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #6 Complete Network Map

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O
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PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #7 Encrypted Blueprints

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O

YM



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #8 Whaling Response and Training

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult
O O @ O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O
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PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #9 Disable USB on Computers

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
@, O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

yo



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #10 MARC Reactor Logs #1

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O

yn



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #11 Board of Directors - Presentation on BYOD

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult
O O @ O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

yp



PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #12 User verification over phone

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult
O O @ O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O
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PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #13 Change Log #1

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O
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PRCCDC Inject Survey (Saturday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #14 Call Log #1

O N/A

How difficult was this inject?
Very Easy Easy Neither

Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O
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PRCCDC Inject Survey (Saturday)

Demographics

What is your gender?

O Female
O Male

Which race/ethnicity best describes you? (Please choose only one.)
O American Indian or Alaskan Native
O Asian / Pacific Islander

O Black or African American

O Hispanic American

O White / Caucasian

What school are you attending?

What is your year in college?

O Freshman
O Sophomore
O Junior
O Senior

What is your GPA?

O 4.1 or above

What is your major?

yo



Appendix C: PRCCDC Sunday Survey
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PRCCDC Inject Survey (Sunday)

Informed Consent

This survey is to gain information about how you perceived the injects. This information from this survey will be used to support a thesis regarding
what makes an effective inject. No identifying information will be collected for the survey. Participation is voluntary and will not affect your score in
the competition. We appreciate your time in filling out this survey. It will take approximately 10 minutes to complete the survey. If you have any
questions, please contact Ryan Beckstead at beckryan@niatec.isu.edu.

*po you agree to take the survey?

O Yes, | agree to take the survey

O No, | do not agree to take the survey




PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #15 Pros and cons of IM Service

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither

Agree Strongly Agree
O O O

Did this inject help you to learn about this type of task required while on the job?

Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O
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PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #16 Anonymous FTP Login

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult
O O @ O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

$ho



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #17 Set up instant messaging service

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree
@, O O

Strongly Agree

O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

on



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #18 FISMA Compliance

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult
O O @ O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

(bp



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #19 Intrusion Detection

O N/A

How difficult was this inject?
Very Easy Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree Strongly Agree
@, O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy




PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #20 Recover Data

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither

Agree Strongly Agree
O O O

Did this inject help you to learn about this type of task required while on the job?

Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

T



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #21 MARC Reactor Logs #2

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither

Agree Strongly Agree
O O O

Did this inject help you to learn about this type of task required while on the job?

Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy
O O O O

(y



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #22 Honey Pot

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree
@, O O

Strongly Agree

O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

(bop



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #23 Configure Host ACL

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O

man



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.
Inject #24 Move SCADA server off domain

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree
@, O O

Strongly Agree

O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

MM



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #25 Asset List and Tech Replacement Plan

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O
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PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #26 Risk Management

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree
@, O O

Strongly Agree

O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

M0



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #27 Change Log #2

O N/A

How difficult was this inject?

Very Easy Easy Neither Difficult Very Difficult

O O O O O

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree Disagree Neither Agree Strongly Agree

O O O O O

Do you feel this inject was more technical or more policy?
Strictly Technical More Technical Neither More Policy Strictly Policy

O O O O O

Man



PRCCDC Inject Survey (Sunday)

PRCCDC Inject Survey

Please tell us how you feel about each inject by selecting a response for each question. Please check N/A if you did not work on this inject or do
not remember it.

Inject #28 Call Log #2

O N/A

How difficult was this inject?
Very Easy

Easy Neither Difficult Very Difficult

Do you think this inject simulated a real world work task for an IT professional?
Strongly Disagree

Disagree Neither Agree
@, O O

Strongly Agree

O

Did this inject help you to learn about this type of task required while on the job?
Strongly Disagree

Disagree Neither Agree Strongly Agree

Do you feel this inject was more technical or more policy?
Strictly Technical

More Technical Neither

More Policy Strictly Policy

il



PRCCDC Inject Survey (Sunday)

Inject Opinions

Did you feel like you had enough time to complete the injects in the time allotted?

Way too much time Too much time Just right Too little time Way too little time

O O O O O

How did you feel about the overall difficulty of the injects?
Too difficult Difficult Just right Easy Too easy

O O O O O

After this competition, do you feel more prepared to work in the IT field?

More prepared A little more prepared No effect

O O O

How well did your education prepare you for this competition?
Helped a lot Helped a little Didn't help at all

O O O

In your opinion, what makes an effective inject?

A

¥

What was the most interesting inject from this competition?

a

M/iC



PRCCDC Inject Survey (Sunday)

Demographics

Please answer the following questions the same as you answered them on Saturday.

What is your gender?

Which race/ethnicity best describes you? (Please choose only one.)
O American Indian or Alaskan Native
O Asian / Pacific Islander

O Black or African American

O Hispanic American
O White / Caucasian

What school are you attending?

What is your year in college?

What is your major?

MAT



PRCCDC Inject Survey (Sunday)

Thank You

Thank you for your time.

My



Appendix D: Saturday Survey Data
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